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Networking Today_ _ _
Networks in Our Past and Daily Lives

"Fixed" Computing Mobility/BYOD Internet of Things Internet of
(You go to the (The device goes (Age of Devices) Everything
device) with you) (People, Process,

Data, Things)

50B things
Doubles every (?)

years

10B
Doubled every 1.4

years

200M
Doubled every 13

years

1995 2000 2011 2020
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Interconnecting Our Lives

Networking Impacts in Our Dalily Lives

= Networks support the way we learn.
= Networks support the way we communicate.
= Networks support the way we work.

= Networks support the way we play.
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LANs, WANS, and Internets
Components of a Network

There are three categories of network components:

Devices Devices

= Devices
= Media

= Services

Devices Devices

Processes and
Services

Services || ™ —
(Software) || "= _~

Rule 1, Rule 2, Rule 3

Internetwork

LAN
LAN LAN LAN
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LANs and WANs

Types of Networks

The two most common types of network infrastructures are:
= Local Area Network (LAN)

= Wide Area Network (WAN).

Other types of networks include:
= Metropolitan Area Network (MAN)
= Wireless LAN (WLAN)
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= The Local Area Networks (LANS)

A network serving a home, building or campus
Is considered a Local Area Network (LAN

= LANSs separated by geographic distance are
connected by networks known as WAN
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Network Types

= Define the Internet

The internet is defined as a
global mesh of interconnected networks
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LANs, WANS, and the Internet

Intranet and Extranet

The Internet
The World

Extranet
Suppliers, Customers, Collaborators

Intranet
Company Only
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Connecting to the Internet

Connecting Remote Users to the Internet

Connection Options

DSL

Home User Cable

V00000000090V,

Cellular

Teleworker "'
\ﬁ %;“’*%b’
Satellite

Internb

Internet Service
Provider

Dial-Up
Small Office Telephone
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Components of a Network

Network Media

Copper

Fiber Optic

Wireless
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Copper Cabling

Copper Media

Unshielded Twisted Shielded Twisted
Pair (UTP) Cable Pair (STP) Cable

Coaxial Cable
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Copper Cabling

UTP Cable

Color-Coded Plastic
Insulation
Outer Jacket Twisted-Pair Electrically isolates wires
Protects the copper wire Protects the signal from from each other and
from physical damage interference identifies each pair

:
)
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Copper Cabling

STP Cable

Braided or Foil Shield Twisted Pairs

Foil Shields ,
Jacket
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Copper C_abling
Coaxial Cable

I
Outer Jacket Braided Copper Shielding

* l r Copper Conductor

Y

+ Plastic Insulation

Coaxial Connectors
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Copper Cabling

Coor

‘_" -

!
--"

The separation of data and electrical power
cabling must comply with safety codes.

Installations must be inspected for
damage.

Cables must be connected correctly.

RESET GROUNDED
OFF PROTECTED

—
Equipment must be grounded correctly.
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UTP Cabling

UTP Cabling Standards

Category 3 Cable Category 5 and 5e Cable
(UTP) (UTP)

w}: + Used for Data

\ transmission
% Category 7 Cable « (Cat 5 supports 100

s S—— (ScTP) Mbps and can support

1000 Mbps but it is not

recommended
Category 6 Cable « Cat 5e supports 1000
(UTP) Mbps

Category 5 and 5e
Cable (UTP)
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UTP Cabling
UTP Connectors

RJ-45 UTP Plugs

RJ-45 UTP Socket
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UTP Cabling
Typ o ;;r? - Pair 3
Pair 3 [P/ai{1 7{[‘4 P?r\2 Pair 4

T568A T568B

Cable Type Standard Application

Ethernet Straight- Both ends T568A or Connects a network host to a network

through both ends T568B device such as a switch or hub.

Ethernet Crossover One end T568A, « Connects two network hosts

other end T568B « Connects two network intermediary

devices (switch to switch, or router to
router)

Rollover Cisco proprietary Connects a workstation serial port to a

router console port, using an adapter.
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UTP Cabling

Testing UTP Cables

After installation, a UTP cable tester should be used to test for the following
parameters:

= Wire map
= Cable length
= Signal loss due to attenuation

= Crosstalk
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Fiber Optic Cgbling _ _ _
Properties of Fiber Optic Cabling

Fiber-optic cabling is now being used in four types of industry:
= Enterprise Networks

= Fiber-to-the-home (FTTH) and Access Networks

= Long-Haul Networks

= Submarine Networks
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Fiber Optic Cabling

Fiber Media Cable Design

Jacket

Strengthening material

Buffer

Cladding
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Fiber Optic Cabling

Single Mode

Produces single straight path for light

—

Glass Core=9 microns ]

Multimode

\

Allows multiple paths for light

Glass Cladding 125 microns diameter ]

Polymeric coating

+  Small core

+ Less dispersion

»  Suited for long distance applications

+ Uses lasers as the light source

« Commonly used with campus backbones for distances of several thousand
meters

Glass Core=50/62.5 microns ]

Glass Cladding 125 microns diameter ]

Coating

—_—
A
« Larger core than single mode cable
« Allows greater dispersion and therefore, loss of signal
» Suited for long distance applications, but shorter than single mode
+ Uses LEDs as the light source
+ Commonly used with LANs or distances of a couple hundred meters within a
campus network
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Fiber Optic Cabling
Network Fiber Connectors

ST Connectors SC Connectors

v/ _
L

LC Connector Duplex Multimode LC Connectors
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Fiber Optic Cabling

Testing Fiber Cables

-

"S\\\

s

Optical Time Domain Reflectometer (OTDR)
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Fib_er Optic Cabling
Fiber versus Copper

Implementation Issues Copper Media Fibre Optic

Bandwidth Supported 10 Mbps — 10 Gbps 10 Mbps — 100 Gbps
: Relatively short Relatively High
Distance (1 — 100 meters) (1 — 100,000 meters)
Immunity To EMI And RFI Low High
(Completely immune)
Immunity To Electrical Hazards Low High
(Completely immune)
Media And Connector Costs Lowest Highest
Installation Skills Required Lowest Highest

Safety Precautions Lowest Highest
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Wireless Media

Properties of Wireless Media

Wireless does have some areas of concern including:
= Coverage area
= Interference

= Security
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Wireless Media

Types of Wireless I\/Iedla

IEEE 802.11 standards
» Commonly referred to as Wi-Fi.
* Uses CSMA/CA
« Variations include:
802.11a: 54 Mbps, 5 GHz
802.11b: 11 Mbps, 2.4 GHz
802.11g: 54 Mbps, 2.4 GHz
802.11n: 600 Mbps, 2.4 and 5 GHz
802.11ac: 1 Gbps, 5 GHz
802.11ad: 7 Gbps, 2.4 GHz, 5 GHz, and 60 GHz

Fi

* |EEE 802.15 standard

® » Supports speeds up to 3 Mb/s
ue 00 » Provides device pairing over distances from 1 to 100

meters.

* |EEE 802.16 standard

g\‘ * Provides speeds up to 1 Gbps
‘ M A » Uses a point-to-multipoint topology to provide

wireless broadband access.




l Somali Netwark Qperotors Group
WORKSHOPRS AND COMFEREMCE

23 = 28 October 2021
Components of a Network

Network Representations

.; ' -

Desktop Computer Laptop Printer
End Devices
IP Phone Wireless Tablet TelePresence Endpoint
& - 3
Wireless Router LAN Switch Router
Intermediary
Devices -' ~

Multilayer Switch Firewall Appliance

Wireless Media

Network Media

LAN Media

P WAN Media
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Components of a Network

Topology Diagrams

Physical Topology

Ethernet Switch
Internet

Admin Office

~
-<<

Router
= (I}

Classroom Hub

Mail Server

Web Server

File Server Classroom 3
Classroom Hub

Classroom 2

>
Classroom 1

Logical Topology

Mail Server 192.168.2.1
Web Server 192.168.2.2
File Server 192.168.2.3

192.168.2.4

192.168.2.5

192.168.2.6  192.168.1.1
Department 192.168.1.2
Server 192.168.1.3

192.168.1.4
192.168.1.5
» 192.168.1.6

Admin Group

192.168.1.7
192.168.1.8
Printer 192.168.1.9

Ethernet
192.168.2.0

Classroom 1

Classroom 2

Router-Firewall
Classroom 3

Ethernet 192.168.1.0

Internet
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Network Protocols and Communications
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Function of Protocol in Network Communication

A protocol is a set of predetermined rules

All communication, whether face-to-face or
over a network, is governed by predetermined
rules called protocols.

These protocols are specific to the
characteristics of the conversation.

VWhere is the Café7?

Content layer

Conversation Protocol Suite
1. Use a Commaon Language
2. Wait ¥Your Turn

3. Signal When Finished

Rules layer

Physical layer
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TheRuIes_ _ _
What 1Is Communication?

Human Communication

Message
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Function of Protocol in Network
Communication

= Describe Protocol suites and industry
standards

Protocol Switcs arc scts of rules that work together to help solve a problem.

Ywhere is the Calé?
Content layer

Conwversation Protocol Suite
1. Usc a Common Languago
2. VWalt Your Turn Rules layer

3. Signal When Finished

t Phiyalcal layer

A standard Is

a process or protocol that has been endorsed by
the networking industry and ratified by a

standards organization, Such as the Institute of Electrical

and Electronics Engineers (IEEE) or the Internet Engineering Task
Force (IETF).
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Protocols

Network Protocols

= How the message is formatted or structured

= The process by which networking devices share information about
pathways with other networks

= How and when error and system messages are passed between devices

= The setup and termination of data transfer sessions
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Protocols

Interaction of Protocols

= Application Protocol — Hypertext Transfer Protocol (HTTP)
= Transport Protocol — Transmission Control Protocol (TCP)
= Internet Protocol — Internet Protocol (IP)

= Network Access Protocols — Data link & physical layers
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Protocol Suites

Protocol Suites and Industry Standards

Protocol Suites and Industry Standards

Novell
TCP/IP ISO AppleTalk Netware
HTTP ACSE
DNS ROSE
DHCP TRSE AR HEE
FTP SESE
ncP TP.?PEM ATP AEP SPX
UDP TP3 TP4 NBP RTMP
IPv4 IPv6
ICMPv4 oINS AARP IPX
ICMPv6
Ethernet PPP Frame Relay ATM WLAN
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Protocol Suites

TCP/IP Protocol Suite and Communication

m
Apereation Fyer [ once QY ror W e
=
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Standards Organizations

Open Standards

= The Internet Society (ISOC)
The Internet Architecture Board (IAB)

I ) %

The Internet Engineering Task Force (IETF)

Institute of Electrical and Electronics Engineers (IEEE)

The International Organization for Standards (1SO)

.W.

TA

MANUFACTURERS & SUPPLIERS

OF GLOBAL NETWORKS

I c ANN h

@

flésédd

Internet Assigned Numbers Authority
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Standards Organizations

ISOC, IAB, and IETF

Internet Society (ISOC)

Internet Architecture
Board (IAB)

l1AB

Internet Engineering Task Force (IETF)

Internet Engineering
Steering Group (IESG)

|

I E T F I I 1
Working Working Working
Group #1 Group #2 Group #3

Internet Research Task Force (IRTF)

PR+ I N v
Internet Research A~ A a~a Vo
Steering Group (IRSG) .:j\A//\\\//\?z.
] N .
[ I 1 .
Research Research Research oo S
Group #1 Group #2 Group #3
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Standards Organizations

1ISO

OSI| Model

7. Application

6. Presentation

5. Session
4. Transport
T3 Network
2. Data link

1. Physical
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Standards Organizations

Other Standards Organization

= The Electronic Industries Alliance (EIA)

The Telecommunications Industry Association (TIA)

The International Telecommunications Union — Telecommunications
Standardization Sector (ITU-T)

The Internet Corporation for Assigned Names and Numbers (ICANN)

The Internet Assigned Numbers Authority (IANA)
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Reference Models

Benefits of Using a Layered Model

A networking model is only a
representation of a network operation.
The model is not the actual network.

Data Link PPP, Frame Relay,

EXRE Network Access

Physical

OSI Model TCP/IP Protocol Suite TCP/IP Model
HTTP, DNS, DHCP, FTP Application
P e
____Datalink |
| —
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Reference Models

The OSI Refer ™ = = e meder

1. Physical
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Reference Models

The TCP/IP Reference Model

TCP/IP Model

Represents data to the user, plus encoding and dialog
control.

Application

Transport Supports communication between diverse devices across
diverse networks.
Determines the best path through the network.

Controls the hardware devices and media that make up the
Metwork Access netwerk



l Somali Netwark Opsrotors Group E
WORKSHOPS AMD COMFEREMCE

23 = 28 October 2021

Reference Models

Comparing the OSl and TCP/IP Models

OSI Model TCP/IP Model

7. Application
6. Presentation Application

5. Session

4. Transport Transport

3. Network

2. Data Link
Network Access

1. Physical



V'

WORKSHOPS AND CONFERENCE

VN OG

Somali Netwark Operotors Group

23 = 28 October 2021

Layers with TCP/IP and OSI Model

= Explain protocol data units (PDU) and
encapsulation

As application data is passed down the protocol stack on its way to be transmitted
across the network media, various protocols add information to it at each level.
This is commonly known as the encapsulation process.

The form that a piece of data takes at any layer is called a Protocol Data Unit

I~ —

:ding layer encapsulates the PDU that it

Encapsulatien
ce with the protocol being used.
Passing
P down the
Ermnail Data Oata stk TCRIP madal
Dot Dat Ciata Segment TCPIP Mool
- Reprazenis data te the user plus
r\:‘el . Daty Packat Aslicatian ancading and dlalag cantral.
Frama | Mahwork Data Frarma Frarse (medium T D Supports conmnleation habvasn divarse
header | header hesder dependent) ! T fleviers acroas diveras natarks,
1100040901 000 011 001 010010101 11007 Bitz Imbar et ———+ bOedermines the best path through the netwark.
1 “
Metwisrk Cantrals the hardware devices and
Rtads media that make up the netuark.
\__,\h_.r'
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The Application Layer

= The Application layer provides the interface to the network.

= The application layer prepares human communication to be
transmitted over the data network.

Interfacing Human and Data Netvworks
"Ly ’_’_'...-"’"H’.
e
= | Application 7 Application \
a i
o 2

6 _Prosenation £
T
rans e

S,

3 Network

2 DataLkink 2 DPata kink
MNetwark
1 Physical

OS] Model Q51 Maodel

&
4
)
o
+

%,
__Ch "ﬁ
.\.

The Apnlication layer provides the
interface to the neterark.
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The Presentation Layer
The Presentation layer has three primary functions:

= Coding and conversion of Application layer data to ensure that data from the source device can
be interpreted by the appropriate application on the destination device.

= Compression of the data in a manner that can be decompressed by the destination device.

= Encryption of the data for transmission and the decryption of data upon receipt by the
destination.

The Session Layer

= As the name of the Session layer im?lies, functions at this layer create and maintain dialogs
between source and destination applications.

= The Session layer handles the exchange of information to initiate dialogs, keep them active, and
to restart sessions that are disrupted or idle for a long period of time.
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The Transport Layer:

= The transport layer prepares the application
data for transport over the network and
p rOC‘ The 0S5l Transport Layer

2pp B2 =

APPLICATION l A [ Presentat| ]
DATA
[ Besg| ]
Thz Transport layer prepares
application data for transport over the [ Tral‘lspﬂrt [ Transport ]
network and processes network data for [ ——= ]
use by applications. l HETWORK DaTa A [ ]
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The Transport layer provides for the segmentation of data and
the control necessary to reassemble these pieces into the
various communication streams. Its primary responsibilities to
accomplish this are:

Tracking the individual communication between applications
on the source and destination hosts

Segmenting data and managing each piece
Reassembling the segments into streams of application data

|dentifying the different applications
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Network Layer Protocols and Internet Protocol (IP)

The basic role of the Network Layer in data networks

= The Network layer encapsulation allows its contents to be passed
to the destination within a network or on another network with

minimum overhead.

The MNebwork Layer

Dratan
[?‘ Application ] As we communicate our data...
[6.] Presentation |
[5_ Sazelon ] Our devices use the
_ Transport layer to
[4. Transport ]4— - connect processes...
[3'- Metwork ] -~ 0 And the Network layer
7~ enables devices to reach
[2' Datal i ] each other!
[1.] Physical ]

Routers connected to
each other

To accomplish
this end-to-end
transport,
Layer 3 uses
four basic
processes:

« Addressing
« Encapsulation
* Routing
« Decapsulation
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The Data Link Layer

= The data link layer provides a means for exchanging data
over a common local media.

B = wly
5 Session
— MNetwork
.k raprs e
3 N‘ ok

[2 Drata Link ]

1 Physica
I -

The Data Link layver prepares network data for the phy=sical network.
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Data Link Layer — Accessing the Media

why Data Link layer protocols are required
to control media access?

The Data Link Layer
Data link layer protocols Different protocols may be
govern how to format a in use for different media.
frame for use on different

media.

.l
S

At each hop along the path, an intermediary device
accepts frames from one medium, decapsulates the

frame and then forwards the packets in a new frame. The H
headers of each frame are formatted for the specific

medium that it will cross.

000000000
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Data Link Layer — Accessing the Media

Describe the role the Data Link layer plays in linking the software and hardware
layers

The Data Link layer exists as a connecting layer between the software processes
of the layers above it and the Physical layer below it. As such, it prepares the
Network layer packets for transmission across some form of media, be it copper,
fiber, or the atmosphere.

Connecting Upper Layer Services to the Media

The Data Link layer links Ph;ra.ic.al t_ia‘\l'ilt-:EEI- devoted to the
the softwsare and Distay Link layer have both

hardware layers. hardware and sofbarare
components.

[ T Application ]"Ii—

[ & Presentation ]

Implemented in
softvare

[ 5 Sassion ] <

[ 4 Transport ]

[ 3 Mebtwork ]

|[ 2 Dk Link ]l:

- I pletnented n
] hardware

| 1Physical

PC NIC
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Data Link Sublayers

= To support a wide variety of network functions, the Data Link
layer is often divided into two sublayers: an upper sublayer
and an lower sublayer.

= The upper sublayer defines the software processes that
provide services to the Network layer protocols.

= The lower sublayer defines the media access processes
performed by the hardware.
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The two common LAN sublayers are:

= Logical Link Control

= Logical Link Control (LLC) places information in the frame that identifies which Network layer protocol is being used for the

frame. This information allows multiple Layer 3 protocols, such as IP and IPX, to utilize the same network interface and
media.

= Media Access Control

= Media Access Control (MAC) provides Data Link layer addressing and delimiting of data according to the physical signaling
requirements of the medium and the type of Data Link layer protocol in use.
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Purpose of the Data Link Layer

Data Link Sublayers

LLC Sublayer

Data Link

MAC Sublayer
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Physical Layer Protocols & Services

Purpose of the Physical Layer

= The role of the OSI physical layer is to encode the binary digits that represent data
link layer frames into signals and to transmit and receive these signals across the
physical media—copper wires, optical fiber, and wireless—that connect network
devices.

(7 Appiication E K
I G Proso nl 1tion
£ Se€ il

[’3 Network
l:—I_’ Data Link
|1 Physical

The Physical layer interconnects our data networks.
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Purpose of Physical Layer

To prepare a data-link frame for the journey across the medium, the physical layer
encodes the logical frame with patterns of data that will make it recognizable to the device
that will pick it up on the other end of the medium. The device can be a router that will
forward the frame or the destination device.

The delivery of frames across the local media requires the following physical layer
elements:

B The physical media and associated connectors

B A representation of bits on the media

B Encoding of data and control information

B Transmitter and receiver circuitry on the network devices

After the signals traverse the medium, they are decoded to their original bit representations
of data and given to the data link layer as a complete frame.
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