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Linux security and
monitoring tools

» They are software applications that can help you protect and optimize your
Linux systems and networks.

» They can perform various functions, such as scanning for vulnerabilities,

detecting intrusions, analyzing traffic, auditing configurations, enforcing
policies



Some of the best tools

»Vuls: This is an open-source vulnerability scanner for Linux and
FreeBSD

» ZAP: This is an open-source web application analysis tool from the
OWASP project.



Some of the best tools ..

»Sematext: This is a commercial server monitoring tool that provides
real-time visibility into the performance of your Linux servers. It can
collect and report various metrics

»Splunk : Commercial and mostly in log management and monitoring



Some of the best tools ..

»0penVAS: is a full-featured vulnerability scanner.

.. OpenVAS

Open Vulnerability Assessment Scanner



Some of the best tools ..

» Zabbix: This is an open-source monitoring solution for any type of
server, network, or application.

All dashboards / Global view

System information

Parameter Value Details >
Zabbix server is running Yes localhost: 10051 Total
Number of hosts (enabled/disabled) 2 2/0

Number of templates 348

Number of items (enabled/disabled/not 163 154/0/9
supported) 0
Number of triggers (enabled/disabled 79 79/01[1/78] Waming
[problem/ok])
Niuimhar af licare /Aanlina) 2 1
Problems

Time v Info Host Problem « Severity Duration Ack Actions Tags

2023-10-22 22:02:59 + TestMachine1-56  |LinUX. Zabbix agentis not available (for8m) | 12h 36m 485  No



Some of the best tools ..

Wazuh : Unified XDR and SIEM protection for endpoints
and cloud workloads.
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Practice

e Wazuh installation links

* https://documentation.wazuh.com/current/installation-
guide/index.html

e Zabbix server Installation links
* https://tecadmin.net/how-to-install-zabbix-server-on-ubuntu-22-04/

* Agent installation
e How to Install Zabbix Agent on Ubuntu 22.04 — TecAdmin
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